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ABSTRACT

Deepfake technology is an innovative form of artificial intelligence. Through the process of deep learning
algorithms, the digital media landscape has evolved. The uses of deepfake technology span innocent use in realms
like entertainment and education, where there can be advancements in technology using it. However, deepfake
technology has also opened up risks of being used to violate someone’s privacy, tarnish reputation, and commit
crimes that question human dignity. Lack of consent for deepfake pornography, identity theft, online harassment,
and other forms of abuse brought forth some difficulties for legal systems across the world. Women are the main
victims of the abuse perpetrated through this technology, which seriously affects their health and life quality. In the
paper, the Indian legal framework is underlined, inclusive of the Information Technology Act, 2000, the Bharatiya
Nyaya Sanhita, 2023, the Digital Personal Data Protection Act, 2023, and the constitutional rights assured by
Avrticles 14, 19, and 21.

The discussion also regards the international legal mechanisms adopted by countries like the US, the EU, and the
UK. The analysis makes it possible to figure out important legal and enforcement issues, such as the lack of a
specific legal definition of deepfakes, jurisdictional complexity, challenges in attribution, technical complexity, and
absence of victim-oriented reparation. The paper discusses that existing law needs to undergo certain changes for
effective counteraction of the problem of Al exploitation for image abuse. It proposes an integrated regulatory
approach which includes compulsory Al content disclosure, liability of platforms, fast takedown procedures, digital
watermarking, robust punitive measures, compensation to victims, capacity building for judiciary, and educational
campaigns. The paper concludes with the idea that preserving the dignity of women in the contemporaneous age of
Al requires a proper combination of technologies and law that can make use of innovations without infringing the
key human rights.
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INTRODUCTION

Artificial Intelligence (Al) has transformed how digital content is created, processed and delivered, allowing innovative
development of various industries, including entertainment, medicine, education, journalism, and communication as a
whole. There is one of the most significant developments in Al, which is deepfake technology. This technology makes use
of deep learning technologies such as Generative Adversarial Networks (GANSs) and autoencoders to create synthetic
images, recordings, and videos that are often impossible to distinguish from the real things. Although deepfake technology
has legitimate applications in movie-making, virtual reality, and digital content production, its abuse leads to serious legal,
ethical, and social problem. One of the most disturbing consequences of deepfake technology is that it disproportionately
affects women. According to studies, the vast majority of deepfake content is non-consensually created sexually explicit
content aimed at women. This content is often used to blackmail, intimidate, or exploit individuals without their knowledge
and consent. The concerning and widespread use of modified visuals on social networks and messaging apps results in
increasing reputational harm, emotional distress, adverse effects in work life, and social exclusion.

The problem posed by deepfake technology raises major issues regarding privacy, acceptance, identity, dignity, free speech,
and cyber responsibility. Unlike conventional photo editing, Al-generated deepfakes can create images and sounds that can
mislead the public, change the outcomes in judicial processes, aid in committing cybercrimes, and destroy trust in
information on the internet. For women, this danger is not limited to damaging their reputation but also threatens their
personal safety, mental well-being, employment opportunities, and participation in public life. Thus, deepfake misuse is a
new kind of technology-caused gender-based violence that needs legal and policy responses to be addressed effectively. In
India, the right to life and liberty as guaranteed by Article 21 of the Constitution includes the rights to privacy, dignity, and
reputation. The Information Technology Act of 2000, the Bharatiya Nyaya Sanhita of 2023, the Digital Personal Data
Protection Act of 2023, and several other provisions addressing cybercrimes, issues of obscenity, identity theft, and online
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harassment back up these protection measures. Yet these laws were not originally designed to address synthetic media
created by Al. They face the problems of anonymous content creation, the ability to pass content without limitation,
liability attribution, and timely efforts to remove offensive content. And the same problems are faced by the other countries
as the experience of the European Union, the U.K., and the United States shows. The socio-technological situation and the
rising availability and sophistication of Al resources make the generation of deep fake content possible and very affording.
Therefore, numerous actors such as governments, tech companies, legal specialists, and civil society representatives
understand the necessity of developing an effective legal framework balancing innovation in technology and protection of
fundamental human rights.

Effective solutions involve the combination of a clear set of laws, accountability of platforms, transparency of Al,
watermarks, services for victims, efficiency in cyber forensic, and cooperation across the borders. In this context, the
present research paper focuses on the complex interplay between deepfake technology and the legal protection of women’s
dignity. It studies how the nature of harmful Al technologies is changing, assesses the efficacy of the existing regulatory
framework in India, and other countries, identifies regulatory gaps, and makes suggestions for legislative reforms aimed at
protecting women's rights in the digitalized world. The research emphasizes the need for the evolution of advanced
technologies along with strict legal regulations aimed at the protection of human dignity, privacy, equality, and justice.

Evolution of Deepfake Technology

The progress in deepfake technology is regarded as one of the greatest achievements in artificial intelligence (Al). The
development of this kind of technology allows one to create almost true-to-life synthetic images, videos, or sounds thanks
to deep learning algorithms. However, it’s worth noting that deepfake technology is mainly based on Generative
Adversarial Networks (GANs) which were proposed by Goodfellow and his co-authors in 2014. The authors offered a
principle of two neural networks’ work called “generator” and “discriminator”. This invention is a breakthrough in the
computer vision field allowing machines to create digital simulations of various human behavior patterns like gestures,
expressions, and speech. At the beginning of its use, deepfake technology was thought to be an innovative opportunity for
the movie industry, digital entertainment, education, and virtual reality spheres.

However, technological advancements improved the process of making deepfakes even further. Kietzmann et al. (2020)
state that Al technology allows anyone with an internet connection to create high-quality deepfake. Moreover, the rise of
software and artificial intelligence in the form of cloud service made both lawful improvement and illegal usage of the
deepfake technology increase. Chesney and Citron (2019) observed that emerging threats that come with the technology are
dangerous and have to do with an individual’s privacy, democracy, security of the country, and rights of citizens. It was
pointed out that despite the potential beneficial use of the technology, lack of proper regulation of the technology can lead
to the massive surge of fake content which can harm people’s names, help to win elections, and contribute to committing
crimes on the Internet.

Deepfake Technology and Gender-Based Digital Violence

Deepfake technology abuse has created an unequal distribution of impact mainly affecting women, thereby leading to a
form of technology-assisted gender-based violence. Al or artificial intelligence-generated intimate photos and videos have
become one of the most common ways of cyber abuse, mostly affecting females without their consent or knowledge.
People who are the victims of this form of abuse suffer from severe mental distress, damaging their reputation, cutting them
from active social life and causing long-term emotional distress. In contrast to cybercrime in general, deepfake technology
allows the creation and distribution of the modified materials literally everywhere on the Internet, which makes it almost
impossible to remove it altogether. Citron (2014) noted that the development of online trolling techniques has gained new
forms, which made it very sophisticated. The author claimed that the existence and distribution of edited intimate content is
a s serious infringement of privacy, dignity, and autonomy.

In her opinion, such use of technology prevents women from feeling safe in the virtual world. Likewise, Henry and Powell
(2018) identified technology-enabled sexual abuse as a new type of gender-based violence which encompasses abuse
through the use of images, online stalking, digital deception, and creation of explicit computer-generated materials. They
claimed that traditional justice systems are unable to respond to this type of crime due to jurisdiction restrictions, problems
with presenting evidence, and outdated laws.

The authors highlighted that there is a need for changes in the legal system that put victim interests at the forefront and
consider digital abuse a serious violation of human rights. Moreover, West (2022) pointed out that the technology of
generative Al has exacerbated the problem of online exploitation by making it possible to produce very convincing sexually
explicit materials. The availability of realistic deepfake porn has increased the danger faced by women, celebrities,
journalists, politicians, and members of the general public alike.
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Women's Dignity, Privacy, and Constitutional Protection

Women's dignity protection is a vital constitutional law and international human rights law principle. The notion of dignity
encompasses the right to have the ability to live in dignity and freedom from indignity. Thus, the digital environment
provides rights concerning self-image, identity, reputation, privacy, and management of one's digital identity. The notion of
privacy was first introduced systematically by Warren and Brandeis (1890), who characterized it as the "right to be let
alone." In their work, they justified the idea of having privacy as a necessity because of technological advancement.
Moreover, Solove (2006) argued for the necessity to consider privacy not simply as secrecy, but as an essential element of
human dignity, autonomy, and freedom. Furthermore, Article 14 provides for equality under the law, whereas Article 15
forbids discrimination based on gender. Collectively these constitutional guarantees form a legal base for the protection of
women from digital exploitation. It can also be added that privacy has been recognized as a fundamental right by courts,
thus strengthening constitutional safeguards from unauthorized generation and circulation of intimate content created by Al
technologies. At an international level, United Nations (1948) has developed a number of treaties like the Universal
Declaration of Human Rights (UDHR), the Convention on the Elimination of All Forms of Discrimination against Women
(CEDAW, 1979), and the International Covenant on Civil and Political Rights (ICCPR, 1966), which proclaim the values
of dignity, privacy, equality, and protection from discrimination. These treaties indicate the necessity for States to protect
their citizens from violence and exploitation through modern technologies.

Legal Framework Governing Deepfake Technology

The swift growth of deepfake technology has revealed notable weaknesses in the present legal systems. Many laws, though,
exist in many regions of the world, but they were created prior to the advancement of modern Al-based synthetic visuals
(Chesney and Citron, 2019). Traditional legal systems often do not have the ability to solve problems caused by deepfakes.
In India, there is no one particular law against the issue, instead, the country has a number of laws like the Information
Technology Act, 2000, the Bharatiya Nyaya Sanhita (BNS), 2023, the Digital Personal Data Protection Act, 2023, as well
as laws pertaining to defamation, obscenity and identity theft. Kietzmann et al. (2020) argue that the combination of legal
accountability and technological security is the key to effective regulation. Watermarks, transparency in Al processes,
identification systems, and detection methods embedded in the platforms are some of the technological safeguards.
Kietzmann et al. believe that legal modifications need to be revised in line with technology innovations for both technology
and society to gain trust in it.

International Regulatory Developments

With the rising concerns of malicious deepfake technology around the world, the international community has begun laying
foundations of legislative policies to tackle the issues posed by it. Multiple countries and regions have developed separate
Al-centred rules that would impose rules around issues like transparency and responsible usage of Al technology. Veale
and Borgesius (2021) also reported that in the European Union, the Artificial Intelligence Act introduced a risk-based
procedural framework that imposes a number of transparency rules for Al systems capable of producing synthetic materials.
The authors argued that the bill consists of provisions around information disclosure, active control and accountability to
prevent any potential misuse of the Al-generated material. In line with the views shared by Whittaker et al. (2021) about the
need for thoughtful legislative solutions in Al regulation, which should comprise legal and ethical principles, independent
supervision and public engagement, the Government of several states of the United States of America has outlawed certain
deepfakes applicable to elections and sextortion-related crimes, while the UK moves ahead with the enhancement of
cybersecurity legislation.

Research Method

The method employed in this study is socio-legal approach to research. Sociolegal research refers to the nature of legal
research that emphasizes the practical aspect of legal research, which reflects the importance of observation, observation,
and analytical steps of research that is empirical and legal in nature. As stated by Sabian Utsman, the law can be studied
and researched empirically in observing what happens in the community, which is in line with the understanding that law
exists in the realm of society and that the study of law must be non-doctrinal and based on the law as an empirical study of
the problems of women victims of gender-based sexual violence that occurred on the internet from the point of view of
justice.

Source and Type of Data
A data source is the place where data first appeared. Both primary and secondary sources of information were consulted for

this study. In contrast to secondary data sources, which are derived from reputable publications and literature used in the
research process, primary data sources provide information gathered directly from the society under study:

25


http://www.eduzonejournal.com/

EDUZONE: International Peer Reviewed/Refereed Multidisciplinary Journal (EIPRMJ), ISSN: 2319-5045
Volume 15, Issue 2, July-December, 2026, Available online at: www.eduzonejournal.com

Primary Data

Original, first-hand information is known as primary data. Sources, informants, and respondents are the main sources of
data. Empirical legal research relies on data collected in the field. In the field, researchers collect information from people
such as experts, survey takers, and other informants.

Secondary Data

Information gathered from secondary sources, such as books and databases; this includes primary and secondary legal
materials as well as tertiary and non-legal sources. The following is an example of how this legal study makes use of
secondary data found in legal sources:

1) Main sources of law, namely those sources of law that are legally enforceable and comprise:
a) This is the Republic of Indonesia Constitution from 1945;
b) The Criminal Procedure Code, as codified in Law No. 8 of 1981,
c) The Pornography Law (Number 44 of 2008);
d) Law No. 31 of 2014 Amending Law No. 13 of 2006 Concerning the Protection of Witnesses and Victims;
e) The Prosecutor's Office of the Republic of Indonesia is governed by Law Number 11 of 2021, which amends Law
Number 16 of 2004;
f)  Sexual Assault Crimes Law 12 of 2022;
g) Electronic Information and Transactions Law No. 11 of 2008, Second Amendment, Law No. 1 of 2024;

RESULTS AND DISCUSSION

While the 4.0 era’s relative ease of technological manipulation opens up many opportunities, it also gives rise to hitherto
unknown and unregulated types of violence. Therefore, many people who fall prey to deepfake porn are on their own, with
no idea how to get assistance. Worse still, removing information that has gone popular online is a daunting task, and many
internet platforms lack regulations to address the dissemination of deepfake porn. Victims of deepfake porn offences have
options if they want to seek justice. Victims have an absolute obligation to inform the proper authorities of their ordeal. As
a disincentive for would-be offenders, this might help stop criminalisation or at least reduce the number of victims. The
Witness and Victim Protection Agency (LPSK) are a state-mandated resource for victims and witnesses of sexual assault,
including deepfake porn offences, who are entitled to protection and rehabilitation services.

Victims of sexual assault often seek out psychological rehabilitation and reparation facilitation as remedies and protection.
How can we fix this problem? The first step in combating this kind of online violence against women is for the general
public and law enforcement to be aware of the existence of deepfake pornography. After it has been acknowledged, a legal
framework should be put in place to safeguard victims and stop it from occurring again. Mechanisms for prevention,
handling, and recovery are central to this body of law. An overarching legal framework for combating and preventing
sexual violence is the Draft Law on the Elimination of Sexual Violence. There is a growing sense of urgency around the
RUU PKS due to its six significant benefits above current legal standards, including:

1) includes victim-centered criminal processes;

2) controls how victims can get back on their feet; 3) includes guidelines for both primary and secondary punishment;
3) defines nine types of sexual violence;

4) includes guidelines for prevention;

5) includes materials for monitoring by assigning responsibility to the state.

Table 1. Major Challenges of Deepfake Technology Affecting Women's Dignity

S. No. Challenge Impact on Women Legal Concern
1 Non-consensual deepfake Violation of dignity, privacy, and bodily Image-based sexual abuse
pornography autonomy
2 Identity theft and impersonation Loss of personal identity and reputation C_yber fraud_and
impersonation
3 Cyber harassment Psycholog_lca_l trauma and online Online gender-based violence
intimidation
4 Defamation Damage to personal _and professional Civil and criminal liability
reputation
5 Viral dissemination Difficult removal of manipulated content Platform accountability
6 Emotional and social harm Anxiety, depression, social stigma Need for victim rehabilitation
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The findings provided in Table 1 show that the major issues that people face regarding deepfake technology are non-
consensual creation of intimate content, identity theft, online harassment, damaging reputation, inflicting psychological
trauma, and difficulties in deleting the deceptive content from the digital space. The findings also show that deepfake
content that is available in public can be easily shared via several online services. Such permanence of digital content
increases the emotional, social and professional problems faced by individuals.

Table 2. Assessment of Existing Legal Framework

Legal Provision Scope of Protection Strengths Identified Gaps
Constitution of India Equality, dignity, privac Fundamental rights No Al-specific provisions
(Articles 14, 15 & 21) quality, dignity, p y protection P P
Information Technology Cyber offences and Address’s identity theft Does not specifically
Act, 2000 electronic evidence and cybercrime regulate deepfakes
Bharatiya Nyaya Sanhita Defamation, obscenity, Criminal remedies Limited coverage of Al-
(BNS), 2023 voyeurism available generated content

Digital Personal Data Protection of personal Enhances privacy rights Limited regulation of
Protection Act, 2023 data P yng synthetic media
Intermediary Guidelines Platform due diligence CO”tef‘t rgmoval No _mandatory '_A‘I
obligations detection mechanisms

The legal analysis of Table 2 shows that existing laws provide only limited protection against deepfake crime. While
constitutional rights to dignity, privacy, and equality, along with laws under the Information Technology Act, 2000, the
Bharatiya Nyaya Sanhita (BNS), 2023, and the Digital Personal Data Protection Act, 2023, help in cases like identity theft,
obscenity, defamation, and cyber harassment, they do not deal with Al-generated synthetic media. As a result, the victims
face many delays in terms of procedure, evidential difficulties, jurisdictional obstacles, and ambiguity regarding liability of
platforms. The lack of specific deepfake-related laws creates serious enforcement problems thus limiting the efficiency of
legal protection. The data also suggest that the victims are frequently not aware of the existing law protection measures.

CONCLUSION

One of the most disruptive and promising innovations in artificial intelligence is deepfakes. Although deepfake technology
has opened doors in many areas, including entertainment, education, healthcare, digital communication, and media
production, it has also raised numerous legal, ethical, and social issues. Therefore, there is concern over the nature of Al-
generated synthetic media, including images and videos of an intimate nature without consent. In particular, this is an issue
for women, who suffer numerous indignities from this technology. Deepfake abuse has become a great example of how
technology can contribute to gendered violence, which makes it necessary to address this problem legally and politically.
Protecting women from humiliation in the digital age needs a multidisciplinary approach that is centered on victims. Legal
measures must go beyond criminal sanctions and account for Al watermarking and content verification, mechanisms
allowing rapid reporting and removal of offensive content, and even victim compensation.

Techniques like public awareness campaigns, digital literacy initiatives, and ethical governance of Al technology play an
equally significant role in mitigating abuse and enabling individuals to detect and report deepfakes. To sum up, deepfake
technology creates complicated legal problems in the intersection of Al, cyber law, human rights, and gender justice, which
deserve attention and effective regulation. Since the technology has been evolving, the law has to keep pace with it in order
not to let technological development compromise human values. An all-encompassing legal framework is essential to
regulate deepfakes correctly, and it should combine tech protection features with reliable legislation and institutional
responsibility as well as international cooperation. This way, it will help not only to enhance the protection of women's
dignity but also contribute to ethical growth of Al in digital society.
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